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Lesson I: Mao1wd1tonu SDN vs SD-WAN vs NFV vs VNF

SDN: Software Define Network

gunsaitdadndmsaanuuuiRaisariviunvaiu Control Plane taz Data Plane ag
Control Plane TT3KSUADUAUNISITVILVBVS=UU LIa1RBUNAD=TWRA Control Plane
dvaumsridridviduiseavarindudndeguads wisnninsevo=insuiafikdouriu Tudouvey Data

Plane 9=rMKNAdviauallialdSusavoin Control Plane

V)

wuoAawav SON Ldunissautan Control Plane wavaunsnimvruadn3Adounaiv Tag
sousouTdfigUnsiASen31 Controller davmsilasuulava=Tsfimudnnautnsataas iRk
Fwsndacv aouWAs=uU asdoaau ta=tiludryr1dsoatsondtdu 8nrugvsavsunisriiviu

Gu APl dogtRaiuisnidaudanius=uudumeuanidsndoy
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SD-WAN: Software Define Wide Area Network

WWumsUs=gnd SDN 1T8Tudiu WAN Tagtawi= lagiuoaauav SD-WAN gnidiiia
wAdoyKkIaumstéviunaladtsasiancdavidovosdutnasidatwalsoudadrykidiuaducatiiovns

BVIuNNaINTrYKIATUNIWYBVIVIS SIUTVUSUITUAIILLSIUVIVRS THtWEIWD
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SD-WAN $vldgnAaaduuitianaunuidiiaas dogaoiuanisniuinniiua=yoeaanis
fMviugdau dratiuanuiEanisidoudadogmstihautnasiiauasaluuduitiuoin MPLS fod
1n8adufisosth SD-WAN Taatdudamsriuaioutdu SMART Navigator TaggUnsnio=idan
\FunAdnga TRucda= Application rfiviuaiiou Google Map (duTkusnda fio=1danTUTBIEUSU

AuotuLFunIvaaaaldal MtEUs=aunIsInNIsBvIuduInNnNIILauY

SD-WAN: The smart navigator
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VNF: Virtual Network Function & NFV: Network Function Virtualization

nauviuTafv=AuriugUnsnis=1nn Firewall, IPS, DPI, Proxy TagrvKuadiiena
Network Function (Jas1usugunsniduingufio=ifia Single Point of Failure, d1un1siigusny
La=MsusKIsYanisidiaauduauLdagunsnidsuouuiniu dnAvdvdaitsdnsudvagvus

TWWIARLRWULINGU

Svlddnmisaadu NFV duuifikialu Virtual Infrastructure TRAU Virtual Network

Function [VNF) Av=gagaastddnsaadunu ua=siussnaua=asnTRiugquas=uu

H Network Function Virtualization
What is NFV ? e s Rt
Before After
Single Function Appliances Service Convergence
D ¥ | -
Session Border WAN
pa— CON Controller  Acceleration

Router

\Yi \ oA VN
(- r ey}
e BN B e
DRI ; S NFV Infrastructure Software

Firewall Carrier Tester/Clof
Grade NAT haniter
Bow

SGSN/GGSN  PE Router BRAS  Radio/Fixed Access Hardware Resources

Network Nodes
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athinAtuladnv 4 1Agunudie Google Trends 9=L&UTAI1 SDN WWuAdeuLTUTa8n3
5 UlasthuusdadtutEtuaduduiaas §1rSu NFV Adaoudoutus=GUROVIASVTUUINWD tas
LHodovlAcIULIWUTT SD-WAN JA1udsuiousvaavinatuladnoukinidiss=g=19a15udu

4 N\
SD-WAN has quickly dominated SDN discussions

SDN / NFV: 5-6 years

Source: Google Trends

Why SD-WAN be the network trend?

Simplified Connectivity & Operation Deployment Speed
Traditional SD-WAN Traditional SD-WAN

Detailed Insights High speed with cost savings
Traditional SD-WAN Traditional SD-WAN
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FuArhTR SD-WAN Tdsunoudsuagvaurkautdavdrglulsgsunuiaaulongnvdiu
ADIE=09NUA=S=8=10a A tSTUMsaady MsaviayalagdvoInuawwalAsuiyIstWuls=aumsn

msTdoIuTaduIndu msuskissamsuawwaladufiog ru ardduiaas/na1nd aoudatdavuay

nisiBaudaniuindu ua=msunludyritddndngunsaiisiiaes

Dual MPLS \/ Hybrid \/ Dual Internet

vmware e

A

Enterprise 7 Public Enterprise 7 Public

Branch Branch Branch

dunouAUAITUNSaVNUA SD-WAN dA21ua11snTun1sAduSIuIvISATAIIL
KaNKa1wLaeuld [Aggregation/Bonding/Active-Active Link] tsu Hybrid 10uni1ssou
Jv955:K31v Private MPLS uas Internet Circuit/Wireless 3G/4G ua=nisnaunu MPLS 100%
A2829v9su0a Internet AUSKISYANISAIIUIEBVAIENSIEONTEGTRUSMSATKA18S1Y

asurhaunddvi

tnalutad SD-WAN 9=rMIRAmTLAaarIVaY 4 Aruauddsfia

1] Faster service provisioning
2] Ability to scale the network on-demand
3] Ability to dynamically tailor to application need

4] Lower network connectivity service costs
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Lesson Il: M1y Retail Store ytduciov(s SD-WAN

SD=W/AIN]

for Next-generation

Retail Stores

wuoliuTuaunaauav Retail Store v=thinaluladin U tdyoetunisusnisanmuINdund
Tudoguu Umisths=uuur Interactive fiugnAtiaadwALLANdWIINAUTVLA=aS WAL
Us=rUTotRMugnA A IgusuLagvuaconsiauTauavssio

glJﬁ' 1 Next Generation Retail Store
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0INS18MSo=WUINATUTAgATATNTE0=davimsiBaudadasUsuirunuuddanfuingu
WaBaudanudwinuiutkny kéaarcnidulnes ua=gtrusnsaandisasdda souTdumsqua
Snwnoulasanauavlayano=dovtWutdnn31tudoguu ua=fAddufgadagnadioonis
Joyafnianuaatkutwatdiumsdagutodadumnialdansutdusms

udds=uulasviatudoguudvimsidoudadaonnuigaAlugouinin Us=nauiudyr
dunisuskisIanisau dvliutkefo=douauds=aumsniAdAgatrunignAuazAuvviuchauieg
vavts1 SndudaviuuudianiuiniWavwadanistiusnis #viuaniviaiwisailulgoatad
doden dudatud

e Increase MPLS bandwidth
e Internet Broadband [DSL, FTTX, LTE)
e WAUWAIUS=KII MPLS ua:= Internet Broadband [Hybrid WAN]

Circuit Bandwidth Monthly Cost

2 X ADSL with 2 x LTE 30 Mbps ++ 1200 THB

MPLS/Leased Line

B IntaERat 5 Mbps 12,000 THB

sUfA 2 WSeuLfigus=K31 Internet Broadband wa= MPLS/Broadband

TuM2IW25VNISLU Internet Broadband K3anisr Hybrid WAN daenistdinatuladdv
won Load Balance K&a Firewall K&a Router n1v CIO wa=tKa1 IT Manager fiv=dUs=LGUAMN
MeudamunisusKisvanis, damumssnuindiudasany, DaauNsAduauLEUNIY [Control
Traffic Path) GAduUAUdaLlavuavs=uU souTUfvszg=10a1uazAtdsreftAaduaInnisaacy
wa=msiisvsnu [soufivms re-configuration TRUUTUMUUTELIMSTEOILYEVUSEN]
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gmillmmlw E"] OffDESSS L] lI ‘a alon ::gl:ledcg:nm
Mobile Checkout webservices~ Betan CEM
Virtual assi . network
Kot e Presence Apps 4 ---------- Signage servers
Mebie Loyalty Apps B, Retail databases

Curp Datacenter

Cloud services reducing Retail stores demand for Corporate IT lacks staff in
visibility, control & security 10X+ bandwidth retail branch stores

Internet lacks reliability, Traditional wide area Lean store demands less

performance & quality networking is expensive equipment & less complexity

sUA 3 Bottle neck Network tadn1stéviu Cloud Service ciiuaididulaas

v

LauavTUgmisuvduvey 4G LTE Av=wulddidaouiadios Gaowigo arumw
ﬁmruwmua:swmagj?umrun'ﬁ'ﬂu'wauTo nudTulWeavtLLlel 4G LTE triidu eingnwudv Fixed Line
Broadband ag1ongu DSL, FTTX filmsugnglasvingagvsoai§s Danuadios 0A21u18aAgy

UINLdaLAgUTU MPLS

Unlimited

16298 571 LINE MOBILE gnndniuau

8508

suinasidanmzoge lishaa
(avaa 100Mbps)

Tns TishnAa

1,099 3G - 16GB 650
Unlimited
NEXTC 1,299 Tisia = 3G - 20GB 850
; o
1,499 liaala 3 3G - 25GB 1,200

1,899 3G - 30GB 2,000
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R LUOIWIUOS > . ST : oy .“

== Fiber, Coni, L
/ Mb

swAnay 590}1:"

ot SO i sk

suUAl 4 wAntnedutnasiiia

1s15vdAwAaA3 TS T Internet Broadband 9 nkaInka1e¢TRUSMISILNTS
VIUTUDVANSINDADa1SAUS=KI1V Data Center-Head Office-Branch-Business Partner soutUfiv
mstdviudunasidaldlasasva=? 1anvanui§afguiu ua=aoeagiRusmMsAkaINKa19s1of
dowatimistioudadniiuiadostiuuiniu wa=v=agviumbinalulagnduia1nIuaIIsnuay
Internet Broadband u1t5TdagvilGuildagiviGuus=ansniw waztnaluladiufidio SD-WAN
lagasduasv=vogaad1tdonglatv 3 duddgnusio

o Circuit infrastructure OEquipmenl CAPEX and o Operational resource
savings maintenance savings savings
2-100x bandwidth increase - + Noone time or leased CPE *  No truck roll required
with savings cost
Less engineering resources
Reduce or remove MPLS + No ongoing maintenance at every stage — design,
spend fees configure, test, install,
manage, report
No more Active : Passive and + Often no longer need
(largely) wasted circuits WANOp devices (& + DIY Moves & Changes —no
maintenance) MAC fees from managed

provider

1. AulAsvulg

e SOVSUMISHIVIU Hybrid WAN [MPLS + Internet Broadband] tla= Internet as WAN
sounu@audaldauiniiv 8 1&unv savsulasvirennuia

e NAlU1ad Dynamic Multi Path Optimization [DMPO] o:ﬂaatéamﬁum\)ﬁﬁﬁaamﬁu
Application ATGvIU souTUdvnisrii Load Balance Traffic dogsuriu

o OnAtUladAyagTy VolP uas Video Conference awisatdvniuladuuiasviie
Broadband 1wJ9=0 Packet Loss
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« Dual circuits, but neither

= R delivering an acceptable level of
VeloCloud Enhancements _
il [ 1l ¢ s performance
S ) B REiRE o ek R + SD-WAN overlay provides a
| ) O ) .47 dramatic improvement

» Forward error correction and link
steering allow the best path to be
selected, and the performance of
individual paths to be improved

2. umsavnu ua=msyisvsnyigunst

e PROEN BranchConnect t0umstiusnistusduuu SD-WAN as a service WSaufAugw
wasn 24x7

o Jrgunimsiigusnuiuazuskisdanisiiovdss SD-WAN wwsauriu feature Cloud VPN,
Load Balance, Bandwidth Management, Application Firewall, WAN Optimization la=

Network Monitoring

3. d1UNISUSKISIaNIsNSweINsuAAa

e Zero-Touch Deployment dadvuvg aadi89enistaunivtwaludadoiazunludoyx
« USK1svamsTdaiuniv Central Web Management nnfl nntoal
« o Visibility duindudvdostimsquasnuiua=msuntuduxiriiidegwsoaigo

Zero-Touch Store

Depl Simple Provisioning Visibility, Performance &
eployments Quality to Cloud
- Internet QoS & Prioritization
(("')) z *AWSapps ‘*Loyalty apps
7

........ T * Couponing apps

Cloud DC

/ Retail Datacenter
Retail Stores WhidWAN e T /‘

Unified Communication * Retail CRM

Pr]vate * Retail POS network * Signage servers

I’ ‘\ | * Virtual Desktops * POS network
lj! g —— ?

Increased Reliability
and Throughput

Dual Internet [ ' Internet
S———
o -—

Leverage Existing Wide
Area Network

_ g

asumguniddvdi

Sinaadlasyatry v=0na1uluddasauindu Sludavinmisisaudansiatsouaziatios
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Lesson III: vgngaaialuidlandrgnistdaudaciiu SD-WAN

Kanassivdrynainedmsueisavnuiudds=inawudu Jodendavnutucvus=ine
wwududsukdviluwanidikuistwadavmsiinivaaiaifiatkutute@e wu Su dulds B3eauiy
Wguus a10 ua=nuwy Ksatuuissnovavaulng dmsavnuinativnddglsd a=suaannaiv

wa=n3duawsnm

msdaaistdudnrivavdranytumsdidussiolugnadaea msdeaisua=nsaviaya
wdsauasvdasigTduavusdniiazAuWvwa(acion1sTRUSNIS (ulsU S=UUNISU18 S=UUUSKIS
JU1Bn szuumsuLa=mMsUysd TasinaluladAtsidaudaudvaounalvldrainkals wu
Virtual Private Network [VPN] K39n1sT8 International Private Leased Circuit [IPLC) Yagud
a=inAluTadfidnuanyu=tawi=AuwunlefdevioIstduasIauE Tag9=wuld31ds
fivoavav IPLC tWududuusnuiudasian wa=dundiulaaasisdirsunisthautnasifiountsume

\Souda

Cost Security
Uptime Uptime
Latency Latency
Lead time to implement new circuits Cost
Security Packet Loss
Lead time to increase capacity on existing Lead time to increase capacity on existing
Packet Loss Lead time to implement new circuits
Jitter Jitter

suUA 1 mstUSsuLfisudanvoas=k3 IPLC uas Internet

[

AruUs=Ngulilduyay SD-WAN Agoausdnaddinuiuains=otgagrataUssinao=tudums
USKISIaMSAAUALTADINGUANAIY, MSIAUUS=ENSNIWMSTEVILLOWWALASU, NISIILAD I

datlavuavnmisdaaistiritlddaaaaloan uazadArydenistguiuduinasiianaunuavos
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Us=1nn IPLC #vtuundo=nainfivnisdacdv SD-WAN for Oversea offices MuKuadov
sUlLuu asgnufia

Solution#1: Last Mile Optimization + Head End Connectivity

E=— INTERNET
 —

Data Center

§Uﬁ 2 Last Mile Optimization + Head End Connectivity

misiBaudatuguuudo=uuveaniluaavriaufias=k31v EDGE/Cloud Gateway Ua=
Cloud Gateway/Data Center

gUnsni EDGE Adadv ru dwnviunu=tihtRideudaduinasificagvios 2 s19 Tag EDGE
2=a570 SD-WAN Tunnel u1dv Cloud Gateway 8vmistdviusutnasiiiantdu Best Effort o=
dvwalku1vdovoato=i Packet Loss K3 Jitter KSa Latency AgvouTuaiuisnidviu
wowwaduTd uddosinatulagduav SD-WAN 9=dnmuauUcivov WAN Optimize tAaTRNSTSVIL
LowwaAsutBnuTdagwund

d1u Head End connectivity [Cloud Gateway wa= Data Center) awisatdaudaldnv
(LUU MPLS K38 IPSec VPN
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Solution#2: Cloud VPN

—_—
INTERNET o
. =

Data Center

sUf 3 End to End Optimization [Cloud VPN]

nis@advlusuiuu Cloud VPN 9=18unisr WAN Optimization s=k31vgunsni EDGE
ua= Hub Acddulaas Tasdutnasifandadviardnidulaesnaso=0Titesndt 2 IRUSIISAL

M1590vAWLEICIVUS=INATUUS U UALINLAgY WO NS THIU

Toslsadulidaus=TgsiALanc109INN1SM GRE/IPSec ULQUASIIISILADSHVIEU SD-WAN
Controller 9=t0udAduaumIsiviuyay EDGE nncid, Forwarding base on Application type,
AWYIetuMsAaduATLSUDudavTS Static Public IP Address (fudiu

asumaun

Solution Oversea offices LDUWaANAUTK SD-WAN Jaasdulaguuiniga
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Lesson IV: (Baucia Cloud AWS vigq dagtnadn SD-WAN

Data Center as a Service [DCaaS) &acv Amazon Virtual Private Cloud (VPC] (Uu
Public Cloud AtdsuawdguuInAgatulan Gdadnuaiu A1L1gTUNISUSKISIANIS A2IUE=aoN
unisasotdwioasnsoatsanucdandudavnisnivgsnouazia1tE91ed1unIstEuIuaIuasy

AWS ImstRuSMIstaLdaudanu VPC Ka1e38ms kiviudshdsuunigadenisii IPSec
VPN (Baucianu Virtual Private Gateway ta=AvldunisvigrInovAnstuG&ITNVILLINEVLKVLGED
udrinddrumviukateurviauisatinsnadvaugnvIutkey udoraeyaludgv IPSec Tunnel
do835 0= TdeAluguuIn (AWS Aad1tdgreausiuou IPSec Tunnel] udo=0Us=1Guizov
ADWLSIS=KIWaWIWIGVEITNVILTKYLLNU

—_

dnsUuuuRdvdamsTREINVIUaIEaudalasasuiu AWS  DdadisavaiuEalagsoy
uInndsUuuuniaurid wdo=dvwarhRdA1t3918M1 IPSec Tunnel guduaiuul

See increase adoption of
VPC, e.g. AWS

= Pay per tunnel VPC charge

= Complicated VPN setup to
connect branches to VPC
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Simpe per?ssufe
o’"’ance
3
— " e
g ‘ .
" -
-
Traditional WAN to VPC VeloCloud Cloud VPN
X Complex to setup. Avoiding backhaul requires v~ Simple to setup — global networks of VeloCloud
full or partial mesh tunnel from branches to Gateways eliminates mesh tunnel requirement
VPCs to VPCs
X Poor Internet performance impacts user v Centralized policy to control branch VPC
productivity access

v Assure performance, secure connectivity

Tsgdufanisngosaanaududau tAuUs=ansniw iuA g uazaaideniia
Juriu AWS Tagiamstin SD-WAN ulugudnawiia i inviunnukvidoudaTugy AWS
nvdunadauds SD-WAN davdus=naurvkua 3 daufrhviusounutiayastuviudaiuisarh

{a 2 sduuusia
Solution#1 Go IPSec between AWS and Cloud Gateway

e S=H3W EDGE (Foudadutnasiiia 9=a31v Static SD-WAN Tunnel TURA Cloud Gateway

« Cloud Gateway 9=SUNSIWRNAATASUDIN EDGE wazdvludy AWS cu IPSec Tunnel
soVSUNISHIVILLLUL Active-Standby Tunnel TagTud10udav?d Routing Protocol

o Tunstiawidovnisavdayas=K310iu (99unsniv=asiv Dynamic SD-WAN Tunnel lag

atuy
Caranch T Orchestrator
INTERNET
———
s ne—
Branch Site Dynamic Multi-path

C - Optimization
with \Branch
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Solution#2 Virtual EDGE on AWS VPC

asadaudaiu AWS Tddounisdadv Virtual Edge uu VPC dvaiuisnldondadvoin
AWS Market Place fildLsuriu

@m

= Ixx
Destination Target
| 1000¢ | ge1 (e

10.0.0.0/16 | local . P

P Sy
GE2 (em)

— o

20.0.0.0/16 VPN GW
Public Suboet 10.0.1.0/24

0.0.0.0/0 igw

—‘ 20.0.0.0M16
Destination | Target

10.0.0.0116 local ‘ > %_

masis | GEZ2ID Private Subnet 10.0.3.0724
10.0.0.0/16
asumeaun

SD-WAN SDO§Uﬂ15lé8UC’i8 AWS I"I’;OllUU IPSec uaz Virtual SD-WAN



17

A

P i~ PROEN INTERNET Dr.wan@proen.co.th
R@)E

We do for your success

Tel: 02 650 3888

Lesson V: msutnatulad SD-WAN (UsuTstussno

undansntslugdodrsugRauTotu SD-WAN TUTE muisidvidsousoudvtiudewonsmun
davRaUa Ky d@avaiuddgnufadiu Business Model tla=n1s Deployment

Business Model: purchase or subscription

Purchase msdadadadvo=0avAygnwuuanvINaIgUnsiFaA 19 18UNMSiIgvsn
WaTRawsntdnuTdd ua=ztiaTRasniduiusawuosaigaasiaus dvuatkdovinisawiau
duaniuAdadvaauTnsalaas TRa1w1snTdviulddoaaaloal souTufivnisouaunisavda
gunsniAdadvaudnvIuTuRovs=g=10a1MstdvIue1d 3-5 U TagdvAmneguskisdans
Us=LduUs=ansmuwuavddgunsnio=HiWavwadonstduiuluaunnaxaly durinnisus=1ou
Anumandausaniuo=dvuaritisiludevinmssadedadvixi TasAdvlinsus=g=10a1A
MKuatduazKkinuavdaunduTd 3 UAcuLI9=WwU3WSuITUMSIALTAUaVILULGIaAEILLIAAIN
Aa1DGUa=zLeWWALASUARLATULNTRUNMVEU dudutulaadsviiunoiuiimeuavgusKisagy
lagun

Subscription model famstihids=uutkbounistinus=ur WWW naiodatdunisaa
A9V [pay per use) Ta8NISAAAIUITUIINUSUITUAIIULEIATaVNISILA=SIUDU
F1UnvIuAtSvILLIMbULeY KIndevmsawinsagunsifitAevusvTUgugtRusSMsTRTUIWEsU
lag Proen Internet Tasoudanu Velocloud cithdiu SD-WAN (Watrusnislagtdiuiaa
subscription Wusisusntuds=inatng Tagasngsigazidaamsriviuwuauld

A www.branchconnect.in.th

VS.

Purchase Subscribe


http://www.branchconnect.in.th/
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Deployment: Hybrid or Internet

TagWuguudazavdnsiaoudidnydeomsidoudaTudnutuzwancdvniu Tagaouun
udsms Transform WAN v=ddumstdudidudulagdinoiuAtinistdoiu Dual MPLA
[k&au1nn31) v=Usumstdaudatliu Hybrid WAN TagTd MPLS 1 avostias Internet S1usuliitios
nJ1 1 2v9s

e Dual MPLS Site to Hybrid WAN 9=t0uanuru=n1saasiuou MPLS tkdatweav 1 LFutlas
\Gaucaovasautnasiiia [Fvusavsunviuuaisuaziuulsas 3/4G) thaTiRanudatdaviu
\GoudatazTdAuatumsiBoiuntduIniu

e Single MPLS Site a1uisariidgovnstifiaridu Hybrid WAN rSa9=10u Internet fild
[wunu

« Internet Site AucLAudMstSvIu IPSec VPN Tumsidaudatiadnisawinsagunsaiiiu
SD-WAN fignsarm{awunu dagaruauda Error correction 9:=32¢TRN1S 801U

i
5

LOWWALASUTAGTU wa=dvauisntwudutnasitia tWaTRauisntdviuTdagvdaliovdds

Lsunu
SITE TYPE MIGRATION velocioud
raditional WAN SD-WAN
il MPL » MPLS
Reliable, expensive @&y ™ ... MPLS Hybrid WAN
MPILS Tt - MOS[ reliable
.y - Utilize both transports
et Internet in active/active
Single MPLS ‘: '..1
Low bandwidth - MPLS
Internet 1al Internet
"L - Reliable
Hybrid MPLS e - Utilize both transports
Difficult to manage &% Internet in active/active
Active/backup
Internet
ingle Internet
o Internet - Error correction makes
Internet o this possible
- -~ Internet

Best effort
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mstdauda SD-WAN 1 TUgvs=uuaunsnluvldaavls=LnnTknj-da in-path uas

off-path lagaiduvavnismi in-path fanduviglunisquaszuusnuiis=uula=zoff-path i

anuruszlaudamsaacvlagluns=nucaszuuldy dvwatiaiuisndacvidagivsoaléoluazaiuisn

Wasguwlavifu in-path atusunaaldagivauiato

Co with CE Router

:

Off-Path CE

PLS

S

—— | Internet

\‘_.

SD-WAN Tunnel

Deployment in Data Center: One arm or Two arm

SD-WAN Only

,7 MPLS
—r — <
|

Internet

)

lBranch\ ~onnect

T ree

™~ oser —

BGP

==

nis@advaunsnl SD-WAN u ardidulaadaiunsnidaudaldaavsuiuudorvaay
wuufidaoudietumsaadviossduuuusnde ONE ARM (Dumsts Single Physical 1dan

Next-Hop Address TUA Router MPLS ua= Firewall §1KSU TWO ARM 9=09aiasudalwsoea

v=snyInoIulaaanudayas=k3warcigulaasuazaunoiuaiun

B Internet

' \‘_.

=

CE

2 =

— MPLS

~ Internet

ONE ARM Mode TWO ARM Mode

* Multiple SD-WAN Tunnel over single Physical * One SD-WAN tunnel per physical Interface
* SD-WAN point different next-hop IP * Require new subnet in DMZ
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Traffic to the Cloud Data Center: IPSec VPN or Virtual SD-WAN

Ka18avANS (AIN1SWY1STUINIST3vIU Infrastructure as a Service [laaS) wsu
Amazon Virtual Private Cloud [VPC) souTufiv Azure dagamuds=lgslikainkaiguinuigsu
V18TUNISUSKISIaN1S Aotua=asntunisasvigwias ta=soulufivnisaad1tdonediunisasiv
a1cgutaas

§11SU SD-WAN Solution a1wisnidaudaldaavsuuuufia IPSec VPN 9=82881U08
Adua=antRAuTaAdIuaaAIUEUEaU LWUUS=FnSnIw tAuAIuED uazaadtIeAtAadunu
AWS Tag SD-WAN Cloud Gateway d=riKinAlGaucalUgy AWS unu 38AaaviAv=Ldauco
S=H319 SD-WAN az AWS danisdadv Virtual SD-WAN Tu VPC fio=aiuisntéviuldia
W3suatouldudnkivdinuiu doedsio=T1damuaudaoin SD-WAN 1y 100%

IPSec VPN via Cloud Gateway

bse ‘ * Hubless Design
— - 3 | i . o :
P e Eliminates NxN Configuration
E-:';e Cloud v
Gateway VPC
- *  Consistent secunty policies
_= i‘ Taterner  — — ‘ * Hybrid WAN
g ' HF B ——————— g

Edge " ?

Virtual SD-WAN in VVPC

Internet traffic: Internet offload or Internet backhaul

sutnesiiatugnadsasainoudAyuIndumudidu ua=dvAmuLIAaNISAoUAUMS
Wvudunasidatiidaoiulasane awnsndamsidaavsiuuuda nistRunasiiaeani
gunviutdias K3ams13en3 Internet offload TasnisnounumssnwIAcuUaaanatusduuud
a11snTdvuTWEdaanuIiudd SD-WAN Tdlagua=snnidankivAlluRtsuTiuwnudanis
dadvTwéoeausnaanuidnrivya Tagausndadvuoiviausanautnasiliaréao=1dan Enable
VNF Firewall License Tamatuc SD-WAN fildwsunu (savsu Fortinet, Paloalto Network
ta= Checkpoint]
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CB/r.a nehBrex: Orchestrator

Coranch
BranchCoirect
Gateways

INTERNET
SaasS
PRIVATE/
MPLS

Enterprise Data Center

=
Branch( G nect

with

dnridvuusdanmssanuuutllumsiinsiWvasunasiiavavdinuiuTRTsvuAguanat

K$0MALS158N31 Internet Backhaul TugUuuudaLduIZavNISUSKISIANTS MSAIUALDIN

Audna udo=davimsshtviivisavusnmdunasiianidaude w gqudnawAdsiuoudeows

Kéalu agvlsAcudykitdavaniuiéisutnasiiafaiuisauntuldlasdacdy Firewall A

sutnastiaaidiidulaas fio=auisnyoaus=RIaaEIeTdratowidgD WalAsuiuatgoeniia

(adn1sTEvILASITNVIUTHLY

--------- -- last mile optimization -—-—-—-——|

(R
> =

Internet Site

Public Internet

Public Intemnet

g e SD-WAN
o

MPLS Cloud Network

Hybrid Site

(o)
A
» = b_—_/

Wireless Site Public Intemnet

Upto 4x 314G LTE

e

INTERNET
=
\\\00‘0" Up to 100Gbps
Vol
5 L
\\\OG‘OQ
e
PROEN Data Center
SD-WAN EDGE

¥

Cloud Gateway 0-:-»



22

T ey
VeloCloud Unified Communication Brief velocloud

Cloud-Delivered WAN for Unified Communications

VeloCloud provides the right Cloud-Delivered WAN solution to achieve the full ease of deployment, flexibility and cost
advantages of Cloud-Delivered Unified Communication. VeloCloud provides assured performance over ordinary Internet

links or Hybrid WAN
Cloud-Delivered WAN

—
VOIP, Video adoption inhibited by - ’
expensive private WAN bandwidth

Orchestrator

Management

-
Me—— ( )
Saas
Long deployment cycles for UC \
ready Branch
. I Svmamic Mt Link Cloud Datacenter
~
E o T weloCloud Gateways -\ E
Difficult to assure UC service 3 b
quality over the Internet ol pLeii
N \ Private Netwark
(B 245 2 . Enable Unified Gommunication rollout agility and quality with

'..@:' easy deployment and multi-tenant management

Tl Type: e

~ : Deliver Enterprise-grade Unified Communication over Hybrid
" WAN with assured performance over ordinary Internet links

Subscription based Network-as-a-service eliminates upfront
CAPEX costs

> | UG apps visibility and control for service providers with real-
" time & historical reporting, troubleshooting and diagnostic tools

-~ Deliver value-added Application network performance
" monitoring and 3™ party features with virtual services platform

Top 3 questions that every customer should ask their WAN Solution provider:

1. Does your UC solution have the ability to work over ordinary Internet links or Hybrid WAN with assured SLA?
2. Can the solution scale from single site to 1000°s seamlessly - with interoperability to existing WAN solution?
3. Is the UC solution simple to deploy without any IT onsite help or a truck roll?

“Extrateam selected VeloGloud to enable enterprise grade and high bandwidth connectivity for our
WVOIP and room videoconferencing deployments while dramatically reducing costs with Internet and
ext rate a hybrid WAN options”
-Mark McGregor, Chief Operating Officer

Contact us for FREE evaluation - http: / /www.velocloud.com/eval

About VeloCloud

VeloCloud, a cloud networking services Company, simplifies branch networking by transforming ordinary broadband links into the fast, resilient and secure
connections needed by today’s distributed enterprises. VeloGCloud is the first to provide all three elements needed to achieve a cloud-delivered WAN: cloud
networking, virtualized services and enterprise-grade Internet. VeloCloud has its headquarters in Los Altos, Calif., with a development center in Chennai,
India. For more information, visit www.velocloud.com and follow the company on Twitter @Velocloud.
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Appendix B: 4 inadawgaldai

1.Check your internet performance

awsarinisassvdauntunwautnastiadagdsnis ping Ty [Domain, IP] Uaignivuas
Fuinawafifiaduaavls=nisdo

o Latency s=g=10a1Tumssudv packet [packet (JurUosATEUNsdvTayauudunasiial

e Packet loss
dirsurdms Ping S1ludavila ecmd.exe a1w1sngIsIAvIN

https://www.digitalcitizen.life/7-ways-launch-command-prompt-windows-7-windows-8


https://www.digitalcitizen.life/7-ways-launch-command-prompt-windows-7-windows-8
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Bl C:AWINDOWS\system32icmd.exe - O *

from
y from
y from

[

y from

TusUdms ping TUSY 8.8.8.8 $1udU 4 packets, wu3iid latency 1988 44ms ua= 0%
packet loss

ALDAYEIKSU Latency 9=duagiutda=Us=ine wa=asnasoodauldonmwdiuaod

-

uLFunivua=InatuTadactRusNIstEu)

U

[KuBtka: AATdo=duag

Country Latency (time)
Thailand 1-50ms
Singapore 30-80ms
Hong Kong 30-120ms
USA 200-270ms

Taganikquavaunadiias douktviiaoin Packet Loss agauisniiaduldkainkans
a1Lkquiu 2vesdUryK, WviuAuEaidualantdtdusnis K&aa199=11a9INTUSUNSUUIVAIAL
msavdayaaaaaloaldosdasioyangv (awisngldonkodanall) kéegunsnitiadabdnyx
Wudu

d11SUTASAdEYNISASIVEDUATUNIWAAALIATAT open source KA1ECIALIY
asooaauldidu Cacti, Zabbix ua=TRUSNISU Thousand eyes AatRuadiaasiasTuda
Alg91991uou 3 targets tdudiu
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[Latency B W scuc s [ [ sanuve Monitoring | [ Transponcroues [N
3.0 mmec
1.0 mde 2:
2
1.0 magg 2
3
0 meer
10:00 18:00 12:00 13:00 14:00 15:00 16:00 1700
3.0 maas
3.0 rdee JI’
LD megeg §
0.0 maec
1000 15:00 1300 13:00 1400 15:00 16:00 %00
| e (WA Ty oal By
1 A5 Foe - @ @ o2 9668 20 msec 20 msec
2 @ Proen internet ~ ) L+-+] GE1 2IIGE
Packet Loss ~ 0 Start Live Monitoring | { Transport Groups Links
jw)
(=]
=
00% B
@
o
3
10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00
c
e
0.0% 5
o
3
10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00

S18VIUNISASIVaIU Latency was= Packet Loss 91n PROEN iBalance

2.Turn off high bandwidth app

Duewwandukaiadandavnisuuudiasiuouuinuascoatdev dvuatkaaugondty
Wovwadenmsiviudviudvdevinista TasdvAtautodaisio=$Tdagvisdiudazuawidviu
lwa=undagunalku §IKSUGATEVIL Windows awisnasovaauldlasasivaauain Task

Manager aogUdu [Ctrl+Shift+Esc] > App History
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1% Task Manager
File Options  View

Processes Performance App history Startup Users Details Services

Resource usage since 8/4/2015 for current user account.
Delete usage history

Marme CPU time vI'\Jertwm'k Metered network Tile updates
E Cortana 0:00:16 3.2 MB 0MB 0MB
E Microsoft Edge 0:00:01 1.9MBE 0ME 0ME
m Get Office 0:00:01 0.1 MB 0 MB 0 MB
@ MNews 0:00:00 0.1 MB 0MB 0.1 MB
E Money 0:00:00 0.1 MB 0MB 0.1 MB

d8nKa1nKa1u38Aausndovldn https://www.howtogeek.com/224170/how-to-

monitor-your-network-usage-in-windows-10/

FIKSUTASACOVNISINS=AUAIIUEIISOTUNSITIVILTRSIaLEIIa=HUS=AN5 MW fia1u1sn

WaUnsniinawdidagauiovaaiauigogviuasviidwunu

Applications

Custom - FriSep22,9:22 || FriSep 22, 17:00 € > TFilter

Bytes Received/Sent o Applications Categories \

2.00 GB
=
@
| . | a8
1.00 GB E
a
1]
10:00 11:00 12:00 13:00 1400 15:00 16:00
2.00 GB
n
10068 S
1]
10:00 11:00 12:00 13:00 1400 15:00 16:00
Application Category Total Bytes Bytes Received = Bytes Sent
1. Windows Marketplace Web 563 GB 556 GB 69.22 MB
2 Apple Web 225GB 223GB 15.42 MB
3 Other TCP Other TCP/UDP 200GB 197GB 32.96 MB
4 Youtube Media 1.67GB 162GB 45.02MB
5. Akamai Technologies CDN Web 1.63GB 162GE 1422 MB
6. Facebook Embedded Video Media 868.02 MB 853.19 MB 1482 MB

S19vIUNISTEVILLOWWALAGUDIN PROEN iBalance


https://www.howtogeek.com/224170/how-to-monitor-your-network-usage-in-windows-10/
https://www.howtogeek.com/224170/how-to-monitor-your-network-usage-in-windows-10/
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Sources

Custom - FriSep 22, 9:22 Fri Sep 22, 17:00 & > Y Filter
Bytes Received/Sent v (i} Devices Operating Systems
2.00GB
2
l . | 8
LooGe £
a
0
10:00 11:00 12:00 13:00 14:00 15:00 16:00
100.00 MB
wu
l 50.00M8 5
0
10:00 11:00 12:00 13:00 14:00 15:00 16:00
Client Status IP Address MAC Address 0s Total Bytes Bytes Received ~ Bytes Sent
1z, DESKTOP-0NUG77 \Ei 192.168.9.53 64:5a:04:91:b1:a4 o 6.71 GB 6.62 GB A 81.11 MB
2. iPhone \El 192.168.9.197 bc:54:36:0b:99:cc [ 3 262GB 258GB 1 ¢ 35.13MB
L .
$18vIUMsSe(3vIuoIn PROEN iBalance
1 ?
Configure Rule ?

Rule Mame: | Block-Yo ututle|

Match

Source: Define...
Destination: Define..
Application: | Any | pefine..

Rule Name: [Search

Any Application " Youku "
Anonymizers and >

Proxies
Youtube HD
Authentication >
Zatoo
Business Application »
v Zoom v

M wm b (.

DSCP:

PROEN iBalance uawSaunullawwaladulwooaa davnisudanddlku tdanldlag
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3. Change DNS Server

DNS K& Domain name server MKNAGaryTtutandutnasiiia dawdavoindalulow
(KINTSvILTas T8 loW TRIWTDGTU) GuluKIN DNS dnisaauauavisi fio=rtRn1stdviu
dutnasiiagiudny

38Msaisooaau DNS rMldrateds udnaududevinausiisio=nsiuTldag1vlss1 DNS Tow
9:=(s?

e 330 1&KSuAalafi window + R wa=WuW cmd wa=té14v ipconfig /all
Run ot

Type the name of a prograrn, folder, docurnent or Internet
resource, and Windows will open it for you.

Open: | [ e

QK Cancel Browse...

B CAWINDOWS\system32hemd.exe — O X

" adapter WiFi:

c DNS Suffix

.| I.Er‘l-:.ihier_.i

Address .
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58 2 LUUUIU Kudg control panel > Network and Sharing Center > Connection >
Details

We do for your success

ol

PROEN INTERNET Home About Products Solutions Services Jobs @PROEN  Gallery
P=®:=N

I Network and Internet > Network and Sharing Centre I vio »
View your basic network information and set up connections
aill Hetwork Connection Details
View your active networks
Accesstype Intemet General Network Comnection Deais
true_home2G_SCB s F— o
Private network (“‘"‘E roups Connection Pty elue
onnectio s Comectiviy: Internet | | Comnectionspecic DN ) )
o Comnectivity: No netwark sccess Desoiption niehR) Dual Band Wirless AC 7265
Change your networking settings Media State: Enabled Physical Address
e DHCP Enabled Yes
Ay Setup a new connection or network SSID: frue_home: ~_ 1P Adeross 192168148
= Setup abroadband, dial-up or VPN connection, of set Up a Fouter of access poit. Duration: 10 days 22:51:18 P4 Subnet Mask 265.255.255.0
Speed 130.0Mbps Lease Obtained 30 September 2017 20:55.02
=] Troubleshoot problems Signal Qualty: ﬂﬂj Lease Expires 02 October 2017 10:26.08
repair orget information. Pua Defauk Gateway  192168.1.1
e cless rops s Py DHCP Server 19216811
Aty Pua DS Servers 8883
_ 3844
Sent | WY Received 1Pu@ WINS Server
B NetBIOS over Tepip En... Yes
Bytes: 0,799,736 593,143,997 | | Linkdoeal IPv6 Address
Pu6 Defauit Gateway
IPYG DNS Server
@rropertes | | @oisabie | [ Dagnose
Cose

‘Content Delivery Network

R

waszwitivunnaaau DNS 31gvriviudagku? awisntdisilaias cmd > nslookup > server [IP

DNS] > {8 domain name

%ot DNS Server Hdrykirio=doinaqiugaousimisaauauavdindidnd k3auwasvdu time

out

BN C:\WINDOWS\system32\cmd.exe - nslookup — O >

Microsoft Corporation. All rights r
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fwu31 DNS Atdviuagdlnyri Addsu DNS TdaslasiratgurvAldaliauisntsdou
Taduaz=wsdane mmanLWULﬁuTﬁﬁ https://www.lifewire.com/free-and-public-dns-servers-
2626062 K59 https://public-dns.info/

Provider

Primary DNS

Secondary DNS

Note

Google DNS

8.8.8.8

8.8.4.4

Dyn NDS

216.146.35.35

216.146.36.36

Open DNS

(Cisco Umbrella]

208.67.222.123

208.67.220.123

contents

features such as

-Free with Block adult

-Upgradeable for security

ransomwares, malware,

phishing, etc.

Features Packages Our Cloud Our Intel

Cisco Umbrella

all of the following:

+ Block ransomware, malware,
phishing, and C2 callbacks

« Protect users anywhere they go,
on and off the corporate network

+ Stop malicious domain requests
and IP responses at the DNS-
layer, aver any port or protocol

+ Real-time, enterprise-wide
activity search & scheduled
reports

« Enforce acceptable use policies
using 60 content categories

« Create custom block/allow lists

everything in the
Professional package plus:

« Block direct IP connections at
the IP-layer

« Identify targeted attacks by
comparing local vs. global
activity

« Identify cloud, shadow IT, & loT
usage risks by reporting on
1800+ services

« Enforcement & visibility per
internal network or AD
user/group

« Proxy risky domains for URL and
file inspection using AV engines
and Cisco Advanced Malware
Protection (AMP)

« Retain logs forever by integrating
with your Amazon S3 bucket

Includes everything in the
Insights package plus:

L X J

Enforcement API

+ Deploy pre-built integrations that
work with 10+ security providers
- including Splunk, FireEye, and
Anomali

+ Leverage custom API that easily
integrate with other systems
including:

o Security appliances

o Threat intelligence platforms
or feeds

o Custom, in-house tools
Investigate Console

+ Gain context about what
Umbrella is blocking and why

* See attacks as they form

+ Prioritize incident investigations

Cisco Umbrella package

: https://umbrella.cisco.com/products/packages


https://www.lifewire.com/free-and-public-dns-servers-2626062
https://www.lifewire.com/free-and-public-dns-servers-2626062
https://public-dns.info/
https://umbrella.cisco.com/products/packages
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4. Upgrade your plan

(20S29a0U1d931 TBvIunsy Tudavudanuasy Alageuddwinsausnisniudndl Tasnis
awinsaawIsnnlaralgdsisu

« 38dwinsadifudsAdeuuIniga Tagnmstwiua1uigo

« dwinsallu Business Package Addnsinisuushtiaand1 Home Package [(TRUSNISUTY
s19TK public IP U1A28)

o dWinsalagTdusnisoin PROEN iBalance TasgiRusnss1obo=aadvautnadiiatwuoin
LAUTREN 1 1&U [@wrsniiuTdgugadiv 8 1du) wiaudadvaunsnitwuaiuigasutnasifa
RiSaunn3nauTidasndi 2 i

INTERNET

&— 806

Dynamic Multi-path SaasS
Optimization
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Network Services
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Summary

VeloCloud Networks™, Inc. is the Cloud-Delivered SD-WAN™ company, a Gartner Cool Vendor, the Frost
& Sullivan Product Leader in the SD-WAN Solution Market, and a Best of Interop and Best of
VMworld winner. The company simplifies branch WAN networking by automating deploymentand
improving performance over private, broadband Internet and LTE links for today’s increasingly
distributed enterprises. VeloCloud SD-WAN includes: a choice of public, private or hybrid cloud
network for enterprise-grade connection to cloud and enterprise applications; branch office enterprise
appliances and optional datacenterappliances; software-defined control and automation; and virtual
services delivery. VeloCloud hasreceived financing from investors including NEA, Venrock, March
Capital Partners, Hermes Growth Partners, Telstra Ventures, Khazanah Nasional Berhad, Cisco
Investments, and The Fabric, and is headquartered in Mountain View, Calif. For more information, visit
www. velocloud.com and follow the company on Twitter (@ Velocloud.

©2017 VELOCLOUD NETWORKS, INC. ALL RIGHTS RESERVED.
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Introduction

VeloCloud Cloud-delivered SD-W AN solution enables Enterprise and Service Pro- vider to
utilize multiple WAN transports simultaneously, maximize the bandwidth, while ensuring
application performance. The unique Cloud-Delivered architecture offers these benefits for on-
premise and cloud applications (SaaS/IaaS). This re - quires building overlay network,
which consists of multiple tunnels, monitoring and adapting to the change in the underlying
WAN transports inreal time. Todeliver a resilient overlay network that takes into account
real-time performance of WAN links, VeloCloud has developed the Dynamic Multi-Path
Optimization (DMPO). This document explains the keyfunctionalities and benefits of
DMPO.

DMPO Key Functionalities

DMPO is used between all of the VeloCloud components that process and forward data traffic:
VeloCloud Edge (VCE) and VeloCloud Gateway (VCG). For connectiv- ity within Enterprise
locations (branch-to-branch or branch-to-hub), the VCEs es- tablish DMPO tunnels between
themselves. For connectivity to Cloud applications, each VCE establishes DMPO tunnels with
one or more VCGs. The four key DMPO functionalities are discussed below.

Continuous Monitoring

Automated Bandwidth Discovery

Once the WAN link is detected by the VCE, it establishes DMPO tunnels with one or more
VCGs or Hubs and runs bandwidth test.

Continuous Path Monitoring

DMPO performs continuous, uni-directional measurements of performance met- rics — loss,
latency and jitter of every packet on every tunnel between any two DMPO endpoints, VCE or
VCG. VeloCloud’s per-packet steering allows independent decisions in both uplink and
downlink directions without introducing any asymmet-ric routing.

Dynamic Application Steering

Application-aware Per-packet Steering

DMPO identifies traffic using layer 2 to 7 attributes, e.g. VLAN, IP address, proto- col,
and applications. VeloCloud performs application aware per-packet steering based on Business
Policy configurations and real-time link conditions. The Business Policy contains out-of-
the-box Smart Defaults that specifies the default steering behavior and priority of more than
2500 applications, which canbeused immedi- ately. Packets can be steered to onto one or
more DMPO tunnels in the middle of communicationwithnoimpacttothe flow.VeloCloud
offerssub-secondblackout (link down)andbrownout(doesn’tmeet SLA)protection.

MPLS Class of Service (CoS)

For a private link that has CoS agreement, DMPO can take CoS into account for both
monitoring and application steering decisions. SP will guarantee a different SLA for each
CoS on MPLS Link.
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Bandwidth Aggregation

For applications that can benefit from more bandwidth, e.g. file transfer, DMPO performs per-
packet load balancing, utilizing all available links to deliver all packets of'a single flow to the
destination.

On-demand Remediation

In ascenario where it may not be possible to steer the traffic flow onto the better link, i.e.,
single link deployment, or multiple links having issues at the same time, the DMPO can
enable error correction for the duration of the disruption. The type oferrorcorrectionused
dependsonthetype ofapplications and thetype oferrors.

Real-time Applications

Real-time applications, such as voice and video flows, can benefit from Forward Error
Correction (FEC) during periods of packet loss. DMPO automatically enables FEC on single
or multiple links. With multiple links, DMPO will select up to two of bestlinks atany given
time for FEC. Duplicated packets are discarded and out-of- order packets are re-ordered at the
receiving end before being delivered to the final destination. DMPO enables jitter buffer for the
real-time applications when the WAN links experience jitter.

TCP Application

TCP applications such as file transfer benefit from Negative Acknowledgement (NACK).
Doingsoprotectsendapplications fromdetecting packetlossandmaxi- mizes TCP window and
delivers high TCP throughput during lossy condition.

Application Aware OverlayQoS

QoS Scheduling

A Traffic Class is defined with a combination of Priority (High, Normal, or Low) and Service
Class (Real-Time, Transactional, or Bulk) resulting into 3x3 matrix with 9 Traffic Classes.
Application/category and scheduler weight can be mapped onto these Traffic Classes. All
applications within a Traffic Class will be applied with the aggregate QoS treatment, including
scheduling and policing.

CoS Marking

When traffic arrives at the VCE, the Differentiated Service Code Point (DSCP) values
marked by the customer can be left “as-is” or modified before sending out to the tunnel. The
outer DSCP value on the tunnel header can also be modified or copied from the inner packet.

HIGH NORMAL

LOW
Frostructure,

1M, Web,

Proxles, Games, 2 o 7 1
. Media, Social
TRANSACTIONAL & TRANSACTIONAL
Emoil rage/Bockup, ’] 5 5 z
BULK ' BULK

Default Application/Category and Traffic Class Default Weight and Traffic Class Mapping
Mapping

HIGH NORMAL Low
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PolicingMPLS CoS

For a private link that has CoS agreement with MPLS provider, SP will guarantee a different
SLA foreach CoS on MPLS Link. A policer can be defined fora MPLS CoS underlay to ensure
Service Provider committed bandwidth SLAs are being honored by the customer.

Rate-Limiting an Application or Category

Rate limiting is offered in both inbound and outbound directions for a specific application.
When arate limit for the outbound/inbound traffic is applied, under congestion, the traffic will
bequeuedand whenthe queueis full, the packets will be dropped.

Multi-Source Inbound QoS

VeloCloud supports multi-source inbound QoS which proactively measures thebandwidth
usage with multiple remote peers, and will begin to regulate the traffic before congestion. With
a hub-spoke design, when dynamic edge to edge is en- abled, the hub will not know the traffic
between edges and keep sending low pri- ority traffic until congestion occurs. With multi-
source inbound QoS enabled, the edge will proactively inform the hub to slow down the low
priority traffic.

Business Priority Monitoring

Basedondesignatedpriority, theapplicationtrafficcanbemonitoredinreal-time, and
historical data can be retrieved. It can be viewed in the format of Bytes Re- ceived and Sent,
Packet Received and Sent, and Average Throughput.

Business Policy Framework and Smart

Defaults

IT administrator controls QoS, steering, and Configure Rule N
services to be applied to the applica- tion traffic poeName [

through the Business Policy. Smart Defaults Match

provides out-of-the-box Business Policy that Source: ["ary | oetie. |

supports over 2,500applications. DMPO makes pesinaton: (I IEES

steering deci- sion based application type, real- PRCNN ) | ocine.

time link condition (congestion, latency, jitter, and | Action

packetloss), and the Business Policy. prirty. [“high ] Nomal | tow |

Rate Limit

Inner Pacl ket DSCP Tag: Leave asis 3

Eachapplicationisassignedacategory. Each
category has default action, which is a

combination of Traffic Class (Priority and uter Packet 05GP Tog. (0~ GSO/DF
ServiceClass), Network Service,and Link nar =

Steering. In addition to the default application senicecioss: IR ) TN

list, customer applications Lok [ el |

canbedefinedmanually. The followingisanexample of Business Policy.

Traffic Class (Priority and Service Class)

Anapplication/category is assigned to Traffic Class based on the combination of Priority
and Service Class and aggregated QoS treatment is applied to all the

applications that fall into the same Traffic Class, including scheduling and policing (Seethe
Application Aware Overlay QoS section fordetails).
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Network Services

There are 4 types of Network Services — Direct, Multi-path, Cloud Proxy and Inter - Net
Backhaul. By default, an application is assigned one of the default Network Services, which can
be modified by the user.

9 Direct: Typically used fornon-critical, trusted Internet applications that should be
sent directly, bypassing the DMPO tunnel. An exampleis Netflix, a servicethatis
consideredtobea non-business, highbandwidthapplication and should notbe sent
overthe DMPO tunnels.

9~ Multi-Path: Typically giventoimportant app lications.Multi-Pathservice
assignment sends the Internet-based traffic to the VCG.

9~ Cloud-Proxy: Redirects the application flow to a cloud proxy, such as Web- Sense
(now ForcePoint).

9~ InternetBackhaul:Redirectsthe Internetapplicationstothe specified En- terprise
location that may or may not have the VCE. The typical use case is to force
important Internet applications through a site that has security devices such as
firewall, IPS, and content filtering before the traffic is al- lowed to exitto the
Internet.

LinkSteering

Therearethreepossiblelink steeringoptions—Preferred, Mandatory,and Available.

Mandatory Link
. LINK A: PRIVATE WIRED
Steering

Pin an application to a path .
even when the link fails.

Example: PCI

LINK B

Preferred Link
Steering

Prefer application on apath I\‘! -
but steer away if it cannot = =
meetSLA. Example: VolP VolP hﬂm

LINK A: PRIVATE WIRED

4
3

but steer away if the link
fails. Example: Web
Browsing

Available Link

. LINK A: PRIVATE WIRED
Steering
Preferapplication onapath ‘.‘};; <

Web Browsmg

Secure Traffic Transmission

Forprivate orinternal traffic, DMPO encrypts both the payload, which contains the user traffic,
and the tunnel header with IPSec transport mode end-to-end. DMPO supports AES128 and
AES256 encryption standards and SHA2/SHAT algorithms for integrity. IKEv2 is used for key
management and PKI - for authentication. Both data and control traffic uses UDP port 2426.
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DMPO Real World Results

Scenario 1:Branch- to- p I =
Branch VoIP Call on | @ Sy ?
Single Link LY T . s
'S MOS: 21 @ -
Results here demonstrate =

benefits of on-demand reme-
diation using FEC and jitter
remediation on asingle Inter-
net link with traditional WAN
and VeloCloud SD-WAN.

MOS: 3.3 @ MOS: 4.2 @ 33ms
33ms Jitter Jitter

Scenario2: File TRADITIONAL WAN VELOCLOUD SD-WAN
S50MB FILE DOWNLOAD FROM S50MB FILE DOWNLOAD FROM
Transfer from BOX.COM ON DUAL 20MBPS LINKS BOX.COM ON DUAL 20MBPS LINKS

Box.com on Dual
Links
Results here demonstrate

. SECONDS WITH SECONDS WITH SECONDS WITH SECONDS WITH
benefits of bandwidth ag- 0% PACKET LOSS I 2% PACKET LOSS 0% PACKET LOSS || 2% PACKET LOSS
gregationand on-demand
remediation for a 50MB file — Sl

AGGREGATION + BANDWIDTH
download fromBox.comon +RANDWIDTH
dual 20Mbps links with tra-
ditional WAN and

VeloCloud SD-WAN.

Scenario 3: Branch-to- Traffic Type: | Video 4
Branch Video Callon Dual _ veloCloud Enhancements — -
Links T

Results here demonstrate
benefits of sub-second black-
out protection by steering ap-

1 T |

plication flows onto Internet g H
links and on-demand remedi- 8 e ——
. ! I I o)
ation at the same time on the
Internet link with VeloCloud 05:30 05:40 (B Comcast Cable
SD-WAN.
Sn':),' v “ o s @ Latency Good
B Jitter Fair
Packet Loss Critical
Upstream jitter measured at 9 msec. Edge
enabled jitter buffering to mitigate the issue.
Upstream packet loss measured at 1.56%.
Edge enabled forward error correction to
mitigate the issue.
Summary

VeloCloud Dynamic Multi-path Optimization (DMPO) enables application-awaredynamic per-
packet steering, on-demand remediation and overlay Quality of Ser- vice; DMPO ensures
optimal SD-W AN performance forthe mostdemanding appli- cations over any transport
(Internet or Hybrid) and any destination (On-Premises or Cloud).



39

fA\/—\ Dr.wan@proen.co.th
P =N PROEN INTERNET @p
R@E We do for your success

Tel: 02 690 3888

About PROEN Internet

usEN WsauLWY BUdLHESY Laud AauydlAsu $1ria KSe TWsidu dutnasiia [PROEN
Internet ] Us=naufion1saiu Internet Data Center, Corporate Internet, Cloud Computing

lLa= Manage ICT Oursourcing 8vus¥n{ads=naussiog1ouiundi 20 U

Gk

UKAS

MANAGEMENT
SYSTEMS

043
URS is a member of Registrar of Standards (Holdings) Ltd.

Wst8u sutnastiatinniudrAanytunmsunlavdayadruunnavavanal TagavAns{asu
N1sSusavuiasyIu ISO/IEC 27001:2013 - Information Security Management System [ISMS]
gulduunasgiuainadiunoiuduavlasanisuavdayafiusdnsutitinoiudiamn Tastusisu
sutnasdiiaduiiumsuskisdanisaouduavlasasisuavioyalus=uu dogmsieIIasgiu
dunaroundunusmudiduviuvevnistRusmsquddayanauiolaas (Data Center) WaTRIA

USMSATALIASYILLUAGNALA=ASVIULIASTIU 1SO 27001

INTERNET H o = :
DATA hes e B OCATION= 3
CENTER ¢ DEDICATED SERVER:

1st Largest Bandwidth
in Thailand
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Services eureca

L

glsm AaglRusmssSnyinoiulaaanenivisiuas (Manage Security Provider) tagdnis
sousouAadanTsaduAtkuI=auiuItRUSMSUUS=suAUTNg WaTRNnMuasnTdoIu rhviu

TdagwlananydogulgulguavisIf everyone can secure

eureca

everyone can secure

“3uInasIUnNEvI9
aswlanoslovouisn??

eureca white kivtutasvnisAsoudanun1vdala daidu Sadviuuidogaiudutono:
adws=uuAasnlaviumstdnfivisuTsdauois adwautnasiindu1ntRiuautuAsauASIALST
$n Tulasvmsdinnriuaiuisnsoudadosnsyasiudwiandayal3uTsdauo1suigoist tiatRlan
sutnasificuavriu T&u1ouINN3tau awisndvaidutnasiiadu1nldvien Aladavasunoiaas

undida wazaunsnidadiotngvud 3 uif

a1sna1dUTkaatldn https://www.proen.co.th/proservice/eureca
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About Branch Connect

Proen Yuiiariu VeloCloud w$autiusnis SD-WAN Branch Connect Proen Suiiatlu
WusOasmu VeloCloud Networks, Inc. gTRUSS Cloud-delivered SD-WAN Sutiwavian 10a
TRUSN1S SD-WAN Branch Connect t0usigusntuds=tnatng duusnisidounisdoaiss=K3w
&1Unviu, oxdudulaasiia=na1ndlsasia 09alduAaIuISNUSKISIanNISILUUSIUFUELILS=UU
Cloud, Forwarding base on Application, Multiple WAN support, Cloud VPN, WAN

Optimization WazuwSauiu Next-generation Firewall tAatWuALTUAVUADAETUMSTEIU

=

Branch = yelocloud

SD-WAN Architecture

avAUds=naunisrmviultuviasvasivnisriiulu 3 sudigsiuéa Cloud Network,

Virtual Service ua= Orchestrator dvuca=gutRusmsamuaudadud

E3 © 5 =2

C/ = Business Policy Services Insertion Visualization
ranchCorrect

Va

Dynamic Multi- Cloud VPN  Overlay Control  Security App Performance More...
Path Optimizgtion Monitoring

Orchestrator

® e ]
=
. (‘H:am:h “orrect Gateways .

Branch Site | | o A Enterprise Data Center
with Branch'@“v::‘ . L
with “BranchCoect
1

MPLS DSL Cable LTE
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Cloud Network

e Cloud VPN: (oucagunsnivaviida=g1nviudog SD-WAN Tunnel a8
aalula savsuovasnnsdawsu MPLS, DSL, Cable, LTE, FTTX etc

e Zero-touch Deployment: Gadviuudatudd awsngdeTiauthindauidaudo
Audiimiutkeyldsoatsonditdu

e Security: UIWSaUNU Dynamic Key encryption la= Next-generation Firewall

nisudnoiuluavdaaangtunisidouca

Connection Methods

Data Center O)ffice to Office Cloud to Cloud Data Center/
to Data Center Office to Cloud

CB/ranch-L"/;(—\?r\"“-,‘::t Orchestrator

Branch o e
|:| Guteways

INTERNET

=
N &— BEa
.
a—
Branch Site Dynamic Multi-path SaasS
Optimization
with Cé/ran:h orrect
PRIVATE/
MPLS

Enterprise Data Center

. =
with Usranch(Ghrect

mstiiauciatuu Hybrid WAN [MPLS + Internet]
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Cﬂgnchtﬁ'ei'. Orchestrator

cé/ranchﬁrr:c:
I:I Gateways
ﬁ INTERNET
Branch Site Dynamic Multi-path SaasS
. ) = Optimization
wiith “-BranchComect
Enterprise

Data Center

nIstdaucdiatlluu Internet WAN

Performance

e  Dynamic Multi Path Optimization: AruauUaLdUAEI8AIUAUMSEVCadY
Application wa=daowaiuisn Optimize Application a&1v90 UG

e Application Performance Monitoring & Smart QoS: szUU QoS 99258=
Funsnnunuawwalasutauniv 2,500 waw 28TREvIu Voice/Video
Conference uazllowwalAsuNssiofid1AtyTdagvdaliov

e Link Steering and Remediation: Wivastiv=goaidanidunwitkui=aufga (o
WU312v9sAtEGandaLfia Blackout was Brownout [Blackout = Link Down,

Brownout = Performance degrade])

(i}
T A MmNl ¢ -

True Internet 110.170.33.67

After

N pn e @ 502

Befare

07:30 07:40 07:50 08:00 08:10 08:20 08:30

Before: Displays the Link readiness for traffic based on the actual measured jitter, latency & packet-loss.
After: Displays the quality of experience for this Edge after optimizations have been applied

sav5UN1s Optimize AVLLUU Single WAN was Multiple WAN
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Traffic Type: | Voice :
Velocloud Quality Scores

Multi-Link
I o

After

Verizon Networks /5.94.140.49
T memmemmn  (® 592
2 Clear Wireless 75.94.140.49
5 I meemmmmm 627
m
16:00 20:00 26. Feb 04:00 08:00 12:00 16:

Orchestration
e FoglRMIsusSKISYamsia=misuiludryk1ldagvsoatda dognisusKIsLLuU

guanav a1w1snaduAy SD-WAN nncdaiuniv Central Web Portal

Branch Connect AuAIN1SavNUAe

i
=5

o AuMwWuazUsuIuLUUAIaAATdguduLbaUsuIn MPLS (DU Hybrid
WAN/Internet WAN

e SOVSUNISAIUSIALSIUDVSSTD daganuEaAwWLIuTuNIsAadus=uuLa=nis
USK1sYan1saunalnag

e ROI syatss meturtvUiRuwanun

30x 10x /X

Up to 30x More 10 Times Faster 7 Times Total
Bandwidth per Baht Deployments Cost Reduction
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Branch Connect FAQ

Q: Branch Connect [BC] fiaa=1s?

A: \[DuusnisA PROEN <aulaniu VeloCloud TRUEMS Cloud base SD-WAN LiatRidaudas=K31v

Fwua=Aa1ada awsntsviuldagvisidyk aard1(d919a1u Bandwidth a=n1susK1svan1svie

Cy

u

Q: Cloud base SD-WAN LanciwoIn SD-WAN raluagwis?

A: Sp-WAN risTuando=davsada EDGE wa= Controller LddHSU BC 1511058 Cloud

r
=

Controller TR38USa8 GuUULWEVUAGAQY EDGE cudItnuiucivitigows

Q: s1mAaagvTs? 1umsdouts K3amsuSMSWSaUFUSTWWOSN 24X7

A Bc (Buusms Aasgianuusuu Bandwidth ATGvILIELGEUA 10Mbps fiv 5Gbps wSauusM1s

SWwasnoINfiy NOC 24x7x365

Q: andansnuskissants Asura TAdIsauIREaTL?

A 1a
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Q: EDGE fiaa=T1s? awisnidunu Router Tar3au?

A EDGE 1BugunsiAgneanuuuLLBnatnu Router Tagiaw=

Q: Lo EDGE down K3a Internet down ds=uunisudvLdauKrSaTU?

r
=

A: Gnisudvidautiiv Email was SMS

Q: EDGE savsU 3G/4G K3a{U? waz=awwisn Aggregate Bandwidth Katge) SIM wWdsgnuld

KRSoTU?

A. sovsulauINga 4 x 3G/4G wa=aisn Aggregate Bandwidth Ta

Q: EDGE awIsatEvIu Private MPLS Uas Internet wlausiutiotdoucias=KIwanvIuTarEall?

A 1d Tagnsidoudasuuuutiiensn Hybrid WAN

Q: anu=msriwiu wWednisidoudarataidunivoztliu Active-Standby Ko Active-Active

A Default Setting 10U Active-Active

Q: aw1snul BC TJri Internet Load Balance Tax3alu?

A1
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Q: nsti (W0aw1 BC v=0Us=lgsidautadiv?

- 9=rKMALU Internet Load Balance tWauostRIdataAuindulas=Gaoiuiaisosauiniu

Q: EDGE savsu interface sdatadiv?

- UTP, SFP 1a= USB drSulBoucio External 3G/4G modem

: EDGE GacveinTku wa=tdaiuiutniilks?

r

- dacdvdig (U] WEoanlutiu 2 Ui https://www.youtube.com/watch?v=MoVvsVzc88E

: BC a1u1snm VPN Site to Site, Site to Multisite TarSaly?

- dvaaviuu Tag1s19=1E8nAua1uIsndsT Cloud VPN

- Data S=K3Wa1w19=3vTUgv Cloud Controller K&aTL?

- (ddu

- MsT¥viu Cloud VPN $10udovdvdl Forward Port Ko Public IP AgIUMYILEIIKED U ?

- Ws1du


https://www.youtube.com/watch?v=MoVvsVzc88E
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Q: a11sn VPN fiu 3rd party U Firewall, Router TaKk3a(uU?

A 16 awnsoritaiouuy Policy Based lla= Route Based

Q: uan1nri1 VPN, Load Balance as Aggregate Bandwidth fv Internet waz Site to Site UAD

guaiuisnmoa=(siasn

A. Application Firewall, Bandwidth Management, Real Time Report, Monthly Report ua=f

LancvoIN SD-WAN s1gdufianisrin Packet Steering wa= On-Demand Remidation

Q: rtuataftdonmstéou BC $ulduinndimisiii IPSec VPN 9Ingunstl Firewall K32 Router

A: uliveuiututsTaemansiiuau faginasvilnsK3osIuauIKIsITd 1sTWSaU=RgoUTHQ!
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About Snoc

Snoc DDoS Protection

Fast | Secure | Cost effective

2 P
g 2
| 1) e b ———
- ER e ——
o sales@snoc.co.th

\ & \&i“" Jw €.co.th | Edsecurenoc

R,

I\ A
-

alan [Snoc) ts1bugTtRusNIstaviunistoucitduTsd wa=daviunistouddaaaciiu
szuuAa1adsIsusniuls=inatng [Cloud base WAF and DDoS Protection] 1s10¢8gou1ryuas
RavUfjutinis asgasavdau Stasi=Rsuiuunistoud RAldnw wazUJaviunistoudicaaa

24 $9T

O o o

PROTECTION MONITORING ASSESSMENT TRAINING
Laaflantsiuimsilasiu DDoS uuurawsa Laafian wiaudiunu 24X7 azthasaaay taafian wianedmmeasu Security &y odl aafian daflauinsiinausa
Tausnlwing fissuvilasfunszansadifa szuy Tiainsavivewleaded dudnquaesnd anlssdiun Aoy “security awareness” Tuni User ialwifi
Tanudaliiulaldiannsailastums Usedngnm vlumsuSnstanisseuvatte arulaaagiaisauma ladumnangay aruflunisseienuasnnasideustuy
Taufanvhiants g9 wlalvigsiaddiumsidaciesuiu wiantiduuzluntsudle Idseuwd Suwasile wladlasfusuiasanaste
Ansudsensavsandssumanisaifiarad aiwasiulnddn

msTandannelin e id

Joguu msTouduuu Distributed Denial of Service k3o DDoS fiatlusiaTuLuas As=u1a
KUnua=suusy uuvaulad dviludyrkifivoudsardag ru Sud ws1=ludevidavenTums

SudaunTudrykt wa=Tia1oaialal kéansiudaovkins1o=tautoudidaTHs

Web Application . . :
Proreition DNS Protection Origin Protection
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VeloCloud Awards & Recognition

VeloCloud Wins Business Intelligence
Group's Award for Business and Product
of the Year

VeloCloud received the Business Intelligence Group's
BIG Award for Business and was named the 2017
Product of the Year. The annual BIG Awards for
Business reward companies, products and people
that are leading their respective industries. The
Business Intelligence Group was founded with the
mission of recegnizing true talent and superior
performance in the business world. Unlike other
industry award programs, business executives —
those with experience and knowledge - judge the
programs. The organization’s proprietary and unigue
scoring system selectively measures performance
across multiple business domains and then rewards
those companies whose achievements stand above
those of their peers.

VeloCloud Cloud-Delivered SD-WAN
Named a 2017 CRN Product of the
Year Winner

"Each year CRN calls on the solution provider = TELEPHONY
community to help identify the IT channel's most
useful, well-crafted and innovative offerings,” said
Robert Faletra, CEO of The Channel Company. "The
resulting list singles out top-performing products
that stand at the intersection of technical excellence,
outstanding profit potential and high customer
demand. Our 2017 Products of the Year list serves as
a beacon of much-deserved recognition for stand-
out vendors and as an important guide for channel
partners to the latest and most rewarding
technologies and services on the market."

#2017
Excellence In SDN

VeloCloud Earns Finalist Honors in the
MEF 2017 Awards Program for Cloud-
Delivered SD-WAN

"We are delighted to congratulate 34 companies for
being chosen as 2017 Awards Finalists,” said Nan
Chen, President of MEF. "We appreciate the diligent
efforts of the many companies who made
submissions this year. MEF looks forward to
recognizing the standout leaders who are
transforming the services and networking landscape
with cutting-edge innovations.”

NETWORK
PRODUCTS GUIDE
L & & & ¢

IT World

Awards

2017

GOLD

VeloCloud Earns 2017 Cloud Computing
Security Excellence Award

"Recognizing leaders in the advancement of cloud
computing, TMC and Cloud Computing magazine
are proud to announce VeloCloud Cloud-Delivered
SD-WAN s a recipient of the Cloud Computing
Security Excellence Award,” said Rich Tehrani, CEO,
TMC. "VeloCloud is being honored for their
achievement in bringing innovation and excellence to
the market, while leveraging the latest technology
trends.”

Frost & Sullivan 2016 North American
Best Practices Award for
Product Leadership

Based on its recent analysis of the software-defined
wide area network (SD-WAN) solutions market,
Frost & Svullivan recognizes VeloCloud with the 2016
North American Best Practices Award for Product
Leadership. VeloCloud sets itself apart with an
unmatched, full-fledged, cloud-based SD-WAN
solution that delivers a broad set of integrated
capabilities as a virtual network function instead of
the traditional hardware-centric model.

BEST OF
vmworld 2016

VeloCloud Awarded 2017 Unified
Communications Excellence Award from
INTERNET TELEPHONY

TMC has named VeloCloud Cloud-Delivered SD-
WAN as a recipient of the 2017 Unified
Communications Excellence Award - the only SD-
WAN solution honored by TMC's INTERNET
TELEPHONY magazine. “It gives me great pleasure
to present VeloCloud with a Unified Communications
Excellence Award for their Cloud-Delivered SD-WAN
solution and their team’s commitment to addressing
the real needs of the marketplace,” said Rich Tehrani,
CEO, TMC. "It's inspiring to see such commitment to
excellence and | lock forward to seeing future
innovation from VeloCloud."

VeloCloud SD-WAN Receives 2017 NFV
Innovation Award and 2017 SDN
Excellence Award

"VeloCloud is honored to be the only company in the
industry to win both of these coveted TMC awards
recognizing the most innovative companies
delivering excellence to customers,” said VeloCloud
VP of Marketing Michael Wood. "With genuine cloud-
delivered SD-WAN, VeloCloud is the world's most
widely selected SD-WAN solution being deployed
around the globe, enabling end users to benefit from
automation and ease of virtual services deployment
in a scalable, secure manner to support increasing
demands for bandwidth and performance.”

VeloCloud SD-WAN Wins Gold in the
12th Annual 2017 IT World Award® in
SDN Category

MNetwork Products Guide, the industry's leading
technology research and advisory guide, has named
VeleCloud Cloud-Delivered SD-WAN as the 2017
Gold Award winner in the 12th Annual IT World
Awards® for the SDN category.

VeloCloud Named a 2016 “"Cool VVendor”
by Gartner

VeloCloud has been named a "Cool Vendor" in the
"Cool Vendors in Enterprise Networking, 2016" report
by Gartner, Inc. According to Gartner, "Changing
application architectures and the proliferation of
cloud services dramatically impact the way networks
are designed, built and managed. We continue to see
substantial vendor innovation applied to enterprise
WAN challenges, and we anticipate rapid enterprise
adoption of software-defined WAN (SD-WAN)
products.”

VeloCloud Earns Best of VMworld 2016
Award in the Networking and
Virtualization Awards Category

As the official media partner for the VMworld
Awards for the tenth year in a row, TechTarget's
SearchServerVirtualization.com™ staff appointed a
team of experts and editors that selected winning
products from more than 150 entries. The
independent team of judges reviewed and evaluated
the products according to innovation, value,
performance, reliability, and ease of use.

See More Rewards at http.swww.velocloud.com/news/awards
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